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Introduction

Problem: Power grids are prone to cybersecurity
attacks which have detrimental effects on public safety.

Solutions:

Defense Components
Security Onion:
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systems as well as researchers in the field. Navigator

Previous Work: A simulated transmission power
grid, Power Cyber has been set up by previous research
and senior design projects

Design Requirements

 Blue teams can explore and understand the
relationships between defensive tactics and
techniques.

* Defenders can then use the framework resources to
understand attacks and the rules and methods for
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Figure 1: Architecture diagram showcasing Power Cyber Infrastructure, Security
Onion, Machine Learning, and Attack Navigator

Attack Modeling

Vulnerable Machines: RTU, Sensors
Protocols: Modbus, dnp3

Figure 5: Machine learning bagging classifier

Testing & Results

* The integrated SIEM was tested by running attacks
launched from a Kali VM. These attacks were picked
up and caused alerts in the system.

 We also measured connectivity of the system using
existing tools in Security Onion.
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Attack Components -
Kali Machine: where we create and launch our 2
attacks that effect the RTU Machines and Sensors R L S L
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Figure 6: Machine learning testing results heatmap
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Figure 2: Machines Kali and Caldera can attack
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Figure 7: Security Onion Dashboard with attack detected on the Alert tab
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